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N~ ,=° N A=

NALAT> I b= > DHUSAPI
[*¥* AL LR T&H—)U (TSA) MBEUSTS */
public int getFromServer (

byte[] hash, /] 34 LRI TIHIRD)\Y> 1% )N\AFITIEE

String url, /] 31 LRE>TH—)\OURLZIETE

String userid,  // BasicGEREENwERIZS(CI-TIDZIETE

String passwd  // BasicEREENEBRIBE(C/I\RAT—RZIETE
)
[*¥* BUSTBHIA LRI THERA DAY T M= 0%EUS TS */
public byte[] getToken ();

I R :

// FreeTimeStampA{ > A5 A%

FreeTimeStamp timestamp = new FreeTimeStamp(),

/] I\ aROARE (FreePKI.getHashic&kh/\v2 15t I &E

byte[] hash = FreePKI.getHash(target.getBytes(), "SHA-256");
/] BALRITOH—=)\ME0EUS (R kD -4t/ HTTPIE(S)

rc = timestamp.getFromServer(hash, tsUrl, tsUserid, tsPasswd);
/] A LRI TN=D>DEUS

byte[] token = timestamp.getToken();
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%% : 9’{AX9-/70 U OIX I~ X FreeTimeStamp Tl

SHA-256/5120 % s

// SHA1 B2 A4 LAZ VT H TR MEHBERE S
byte[] shalreq = {

0x30, 0x31, // Request SEQUENCE (49/34 k) %T@IE%M)T“
0x02, 0x01, 0xO1, // Version INTEGER (184 k) value:l L"fg(i?gﬁ’é
0x30, Oxi1f, // Messagelmprint SEQUENCE (31/\A k) J—C N —Z;‘%EEO
0x30, 0x07, // Algorithm0OID SEQUENCE (7/34 k) AP
0x06, 0x05, // 0ID (/A k)

0x2b, OxOe, 0x03, 0x02, Oxla, // OIDSHA1 value: 1.3.14.3.2.26 | So/A0 Az 2o (i)
0x04, Ox14, // Hash OCTET STRING (20/31 k) P AU S0t s o)
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, _ R

0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,

0x02, 0x08, // Nonce INTEGER (8/%4 )  [INSEEE i e o i
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, '

0x01, 0x01, Oxff // RequestCertificate BOOLEAN (1/8NA k) value:true

TimeStampReq ::= SEQUENCE {

version INTEGER { v1(1) },

messagelmprint Messagelmprint, Messagelmprint ::= SEQUENCE {
reqPolicy TSAPolicyld OPTIONAL, hashAlgorithm Algorithmldentifier,
nonce INTEGER OPTIONAL, hashedMessage OCTET STRING
certReq BOOLEAN DEFAULT FALSE, }

extensions [0] IMPLICIT Extensions OPTIONAL
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SE - BALRIT VAR R

TimeStampResp ::= SEQUENCE { 3
status PKIStatusInfo, EZ:UJ (granted)ﬁ%’;"'f.L\ZSl‘/?"F—?‘/
timeStampToken TimeStampToken OPTIONAL \

}

PKIStatusInfo ::= SEQUENCE { |
status PKIStatus, ——===
statusString PKIFreeText OPTIONAL,
faillnfo PKIFailurelnfo OPTIONAL

}

/] LARVRADRATF—A R

PKIStatus ::= INTEGER {

granted (0), // TSTE&EH

grantedWithMods (1), // T1STEE&H, T34 R—FMEEEZED OK
rejection (2), // TIST&&%9 ., fEE SNt

waiting 3), // TSTZ&EFET. LO—FDAHED
revocationWarning 4), // TST#&F T . TSASEBAZE D LzhHaELy

revocationNotification (5) /) TIST#&FT . TSASERREMAELEHML TS

>

BEELEEFITEZZTHASN.1/DERDEINANE|IZLLS,

> BALRARZTURAR ZADEEFTIZEZR B DFreePKIZFFIA,




SALRI ST M= DfFIR
ASN.1/DERf#FrDL(FRIZIC,
FreePKIJSAZJIVAI59F TEEU.

FreeTimeStamp/”/3>A®D
setTokenXVw RIC M= iR R,

byte[] getToken(); /] A LRI T~ =I>DEUS

String getTimeStampDate(); /] B4 LA TR OIS

byte[] getSerial(); /] A LRI TINTIESOEUS

byte[] getNonce(); /] BA LRI TFAOEUE

String getMsgImprintAlg(); /] A LRI THERI\WS 17 I TUXLOEUS
byte[] getMsgImprint(); /] 94 LR TIER) WS 1{BEOES

X509Certificate getSignerCert(); // 74 LRF>T(TSA)EEAZEDEUS
X509Certificate[] getAllCerts();  // A LAF>TICEFNZEIEAZ OIS

% ASN.1/DER(CDWTIEPKINY XA ERD18R—IN522R - THEER.
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SA1LRI T b—T> Dt API

[** BUSTBEHDIA LCAFIZT =72 D)\A4FUZ Ty U THREET S
% getFromServerDEITEHE5setToken(FAE */
public int setToken (

byte[] token /] BUSEHIA LRI TN=0>% )\AFUTIETE
)

%k BA RS TS RARST (TSASERIBARSE (Fset Token TRITHRS) */
public int verify (

byte[] hash [/ 4 LRI TIED)\vS BRI FTIEE
);

K A -

// FreeTimeStampA{ > A5 A&ERk

FreeTimeStamp timestamp = new FreeTimeStamp();

/] BUSBHIALAFTDYyE (XAAESOEZI(A LAFTE)

rc = timestamp.setToken(token);

/] 4 LRF>TOIEHRESE (getTimeStampDateZAPIHD GiR—TSR)
String info = timestamp.getInfo(),

/] BA LRI TORREE (Messagelmprint/\v> 1{EDIERSE)

rc = timestamp.verify(hash);
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TimestampToken
TSTInfos

Messagelmprint : # 4 A X ¥ FRBENY V2B x5

GeneralizedTime : # A LA A X L THEH| \

setToken()

Certificates

certificate : EE (TSAGEE) | O
certificate : ROOT (/L— KFEBAE)

Signerinfos
SignedAttributes
MessageDigest : TSTInfos®/~ v 3 = f&

?_______%_____

SignatureValue : SignedAttributes ®/~v 3 = fii (B4)

setToken()
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FreeXAdES XAdES-TDZERXAPI

[*¥* BRZAALAITZENTS */
public int addEST (

String url, /] 31 LR TH—)\OURLZIETE
String userid,  // BasiciRiENWERIZS(CI-YIDZIETE
String passwd, // BasicEREENMERIZSC/INRAT—RZI8TE
String id, // SignatureTimeStampZ&=(C{FFBIdDIETE
String xpath /] X&RERBSignatureE =%z XPath TIBE

)

X A5 -

// FreeXAdESA >R AR

FreeXAdES xades = new FreeXAdES();

// XAdES-BI71 I DFedAH (XAJES-BERZBEHDI7MINZ2RAR)

rc = xades.loadXml("xades-b.xml", IFreeXAdES.FXAT_FILE_PATH);

/] BIA LRI TDIENN

rc = xades.addEsT(tsUrl, tsUserid, tsPasswd, "ES-T-test", xpath);

/] XAAES-TOAREE (IR : XADES-TDAA LRI THREEHITD)

rc = xades.verifySign(IFreeXAdES.FXVF_NONE, xpath),

// XAdES-TI71ILDORFF

rc = xades.saveXmli("xades-t.xml"),
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HFlT : FreeXAdESZ T

2BAVUIRS MU
https://github.com/miyachi/FreeXAdES
RIFEIRIR

Eclipse IDE for Java Developers
Version : Mars or after (ex:0Oxygen)

Java : Java8 or after
Other : JUnit4 (eclipsetZ#E)
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HFT : FreeXAdESZ I FAL

Menu: [File]-[Import:--]
Select: [Git]-[Projects from Git] click [Next>]
Select: [Clone URI] click [Next>]

Select

Import one or more projects from a Git Repository.

Select an import source:

type filter text Select Repository Source
» & General Select a location of Git Repositories
= CVS
= Eit : _ type filter text
. EJh:r:;T;ECtS from Glt| (] Existing local repository
o e Tresall 7 Clone URI|

Finish
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HFT : FreeXAdESZ I FIR2

URI: “https://github.com/miyachi/FreeXAdES" click [ Next>]
Branch Selection: click [Next>]

Source Git Repository

Enter the location of the source repository.

Location

URI: Q| https:f,"github.comfmiyachifFree)(AdESl | Local File...

Host: |github.com

Repository path: |fmiyachi,’Free>:AdES

Branch Selection

Connection .
Select branches to clone from remote repository. Remote

Protocol: tracking branches will be created to track updates for these
Port: I:l Branches of https://github.com/miyachi/FreeXAdES:

Authentication |type filter text

User: | [w]gs develop
[#]#% master
Password: |

Dgtore in Secure Store Select All | Deselect All

Finish @ |
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HFT : FreeXAdESZIFIA3

Directory: “C:¥Users¥XXX¥workspace¥FreeXAdES” click [Next>]
X : Directory®s&E/NAET—IAR-XFDFreeXAdESICT DL,

Local Destination

Configure the local storage location for FreeXAdES.

Destination

Directory: C:¥Users¥miyachi¥workspace-eclipse¥FreeXAdES

Initial branch: /master

[ Clone submodules

Configuration

ZDINAMFE|ESDLocation/ SR E
BILTHAIVLENHYET,

Femote name: origin
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HFT : FreeXAdESZN I FIR4

Select: [Import using the New Project wizard] click [Next> ]
Wizards: [Java]-[Java Project] click [Next>]

Select a wizard to use for importing projects

Depending on the wizard, you may select a direct ]
determine the wizard's scope Select a wizard

Wizard for project import Create a Java project
O Import existing Eclipse projects

(®Import using the New Project wizard: Wizards:
() Import as general project |t,rpe filter text

Working Tree - C:¥Users¥miyachi¥workspacq] | » & General
= CVS

I & Gradle
4 (= lava

[22 Java Project|

# Java Project from Existing Ant Buildfile
i = Maven

P Tarmmmem e

Finish
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HFT : FreeXAdESZNI FIRS

Poject name: “FreeXAdES” click [Next>]
7 : Locationh' “C:¥Users¥XXX¥workspace¥FreeXAdES"” (CRBCE,

= x = x

Create a Java Project -& Java Settings @
Create a Java project in the workspace or in an external location.

Define the Java build settings.

# Source | & Pproj &\ Libraries | %
Project name: |FreeXAdES] | | Pro_]ectsl lerarlesl % Order and Export
BE|EF &~ e RO
Use default location 4|} > FreeXAdES [FreeXAdES master]|
Location: C:¥Users¥miyachi¥workspace-eclipse¥FreeXAdES Browse... v & src
» &% doc
JRE b £ img
G lib
® Use an execution environment JRE: JavaSE-1. b Gy test
Use a project specific IRE: jdk1.8.0_4) & .gitignore
E LICENSE
Use default IRE (currently ‘jdk1.8.0_45") [ README.md
~ Details

Proje

— O N . o 49 Create new source folder: use this if you want to add a new source ~
ul LO)/ \Zb\$J|E3® D|reCt0ry/ \Z& folder to your project.
=1 [ ] — — —_ & Link additional source: use this if you have a folder in the file system
= |E_I L, ( ~ 1-6:0 —C l, \ fd: l, \ t I 7_ ' -~ 7::': é that should be used as additional source folder.
= == > 52 Add project 'FreeXAdES' to build path: Add the project to the build
T DTEREL TS, R REEE

[ Ag []Allow output folders for source folders
Yy K —— —— Defaulf output folder:
|FreeXAdES/bin | | Browse...

@ The wizard will automatically configure the JRE and the project layout
based on the existing source.

@ Next = FEinish | | Cancel
@ |

< Back H MNext = | | Finish ‘ | Cancel
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HFT : FreeXAdESZ I FIR6

Libraries: click [Add Library]
Add Library: select [JUnit] click [ Next>]

Java Settings

Define the Java build settings.

& Source | & Projects| Sk Libraries % Order and Export|
JARs and class folders on the build path:

¢ [ freexades-0.1.jar - FreeXAdES/lib
- =4 JRE System Library [jdk1.8.0_45]

Add JARs...

| |
| Add External 1ARs... |
‘ Add Variable... |
| |

Add Library...

Add Library -
Select the library type to add. @

JRE Sistem Librai

Maven Managed Dependencies
User Library

Einish
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HFT : FreeXAdESZ I FIR7

JUnit Library version: select [JUnit 4] click [Finish]
Java Setting: click [Finish]

Java Settings @
Define the Java build settings.

@ Source | & Projects| B\ Libraries % Order and Export
JARs and class folders on the build path:

b [ freexades-0.1.jar - FreeXAdES/lib Add JARs...
¢ @ JRE System Library [jdk1.8.0_45]
i = JUnit 4

Add External JARs...

Add Varizble...

Add Library...

JUnit Library

Select the JUnit version to use in this project. Add Class Folder...

Add External Class Folder...

JUnit library version: Unit 4 v

Current location: junit.jar - C:¥Users¥miyachi¥.p2¥pool¥plugins
¥org.junit_4.12.0.v201504281640

Source location: Mot found

Finish

@ < Back Next > Einish | ‘ Cancel
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HFT : FreeXAdESDIUNitELT

Open: FreeXAdeS/src/jp/langedge/FreeXAdES/IFreeXAdESTest.java
Menu: [Run]-[Run]

Eile Edit Source Refactor Navigate Search Erojectﬂindow Help
S R SO S QS D G SRS S I e e
|Quick Access i‘ == ||$J Java|
[ Package Exp... 3 JulUnit ~— O [ IFreeXAdESTest.java & =
%| P - 1= /* This Source Code Form is subject to the A B
4 5} = FreeXAdES [FreeXAdES mast 2 * License, v. 2.8. If a copy of the MPL w
4 (% src 3 * file, You can obtain one at http://mozi ::
4 1 jp.langedge.FreeXAdES 4 - 4 s ==
> [} ASN1_OBJ.java g package jp.langedge.FreeXAdES;
> O FI’EEP!(I._]BVEI ) 7#import static org.junit.Assert.*;[]
¢ [Jj FreeTimeStamp.java 12
v [} FreeXAdES.java 130 /x*
v B IFreeTimeStamp.java 14 * IFreeXAdESTest : FreeXAdES JUnit test c
» @ IFreeXAdES.java 15 * @author miyachi
v |2 IFreeXAdESTest.javal 16 *
» =4 Referenced Libraries 17 */
» s\ JRE System Library [jdk1.8.0_ :lS public class IFreeXAdESTest {
> 8 JUnit 4 19
» & > doc 20 FHETTETEETITEEREd i iriiiiiiiiiiiiisi
: 21 [/ BEHE
v &y img 27 v,
- & lib < >
I &y > test =
B LICENSE ! Problems @ Javadoc [2 Declaration B Console 2 =
[% > README.md ME~O-
No consoles to display at this time.
< >
jp.langedge.FreeXAdES.IFre...STest.java - FreeXAdES/src




Bib‘ FreeXAd ESd)Samplei

Windows: Linux:
> cd test $ cd test
> FxSample. bat $ chmod +x *. sh
Sample Compile. $ . /FxSample. sh
Sample Execute. Sample Compile.
- create. Sample Execute.
— add Detached. — create.
- exec Sign. — add Detached.
— add ES-T. — exec Sign.
— save XAdES-T. — add ES-T.
— exec Verify = [0K] — save XAdES-T.
— done. - exec Verify = [0K]
Sample Finished. — done.
> — 1 Sample Finished.

Eclipse/JUnitf~2& $



