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1: SOAP request

2: Process reguest message & initiate connection to target server

3: Initiate TLS handshake

4: Send server's authentication certificate chain

5: Get OCSP responses for the server's authentication certificate chain

6: Downlead OCSP response

7: Verify the server's authentication certificate chain

8: Send X-Road message
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9: Verify client authentication certificate chain

y Continue processing




X-Road request message X-Road response message

OCSP response SOAP response

00 Attachments (Optional)

SOAP request Attachment

Attachments (Optional)

Attachment

Hash chain result (Optional)

Hash chain (Optional)

Hash chain result (Optional)

Signature SOAP Fault

Hash chain (Optional)

Signature
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